WHEN IN DOUBT THROW IT OUT
STOP AND THINK BEFORE YOU OPEN ANY
ATTACHMENTS. LINKS IN AN EMAIL OR
ONLINE PORTS ARE OFTEN A MEANS FOR CY-
BERCRIMINALS TO COMPROMISE YOUR COM-
PUTER.

BACK IT UP
MAKE ELECTRONIC AND PHYSICAL BACK-UPS
OR COPIES OF YOUR IMPORTANT INFOR-
MATION. DATA CAN OFTEN BE LOST OR COM-
PROMISED IN VARIOUS WAYS SUCH AS COM-
PUTER MALFUNCTIONS OR MALWARE AT-
TACKS.

GUARD YOUR DEVICES
NEVER LEAVE YOUR LAPTOP OR PHONE UN-
ATTENDED IN PUBLIC AND BE SURE TO LOCK
YOUR DEVICE WHEN YOU ARE NOT USING IT.

SECURE YOUR ACCOUNTS
BE SURE TO USE PASSWORDS THAT ARE A
MINIMUM OF EIGHT CHARACTERS AND A MIX
OF LETTERS, NUMBERS AND SYMBOLS. DO
NOT SHARE YOUR PASSWORDS. CHANGE
YOUR PASSWORD EVERY 90 DAYS TO HELP
ENSURE PROTECTION.

REPORT ANYTHING SUSPICIOUS
IF YOU EXPERIENCE ANY UNUSUAL PROBLEMS
WITH YOUR COMPUTER OR DEVICE MAKE
SURE YOU REPORT IT TO YOUR IT DEPART-
MENT IMMEDIATELY. NEVER HESITATE TO
ASK QUESTIONS!

To receive information or products from the
NH Information and Analysis Center, please
submit an ISA using the link below:

All Hazards Information Sharing Agreement

(ISA) 03-271-0303

Link: .GOV/SAFETY/INFORMATION-
https://prd.blogs.nh.gov/dos/hsem/?page id= IS-CENTER/INDEX.HTML
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rmation and collaboration from

ealth and the private sector to suc-

alyze, and disseminate cyber threat infor-
mation, statewide.

Private Sector

Mission Statement: To provide an integrated,
all-crimes, all-hazards, counter-terrorism infor-
mation sharing network to collect, analyze and
disseminate information derived from multiple
sources to stakeholders in a timely manner, in an
effort to protect the citizens and the critical in-
frastructure of New Hampshire, while ensuring
the protection of civil rights and civil liberties.
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Following the events of September 11, 2001,
many local, state, and federal agencies initiated
efforts to improve information sharing and intel-
ligence gathering. On May 19, 2010 RSA 651-F
passed the legislature that created the New
Hampshire Information and Analysis Center

(NHIAC).

The NHIAC is a cooperative effort under the
New Hampshire Department of Safety between
the Divisions of State Police and Homeland Se-
curity and Emergency Management. The
NHIAC is an all-crimes, all-hazards, counter-
terrorism information and analysis center provid-
ing strategic and tactical information directed at
the most serious threats to the State of New
Hampshire and its people.

The center monitors information from a variety
of open and classified sources, analyzes that data,
and provides information and intelligence prod-
ucts that will serve public safety and private sec-
tor interests whose mission it is to serve the
homeland security, public safety and emergency
management needs of their constituents and the
State of New Hampshire.

The NHIAC subscribes to the philosophy that
Homeland Security begins with Hometown Secu-
rity and that each of us play an important role
keeping our communities and nation safe. Citi-
zens may contact the NHIAC when they observe
or learn of suspicious behavior that may arouse
their concern. Information shared with the
NHIAC will be evaluated and referrals will be
made to the appropriate agencies.

The NHIAC is a clearinghouse for information
and intelligence relative to cyber threats and
trends relative to the State of New Hampshire, its
people and the environment. The goal is to func-
tion as a focal point of two-way communication
amongst all partners.

Information and intelligence that comes to the
NHIAC is evaluated and analyzed to determine if
there is a potential threat to homeland security,
indication of possible terrorist activity or other
illegal activity. The information is then shared
with the appropriate law enforcement, emergency
management, critical infrastructure or private sec-
tor organizations The intent is to prevent activity
that would threaten the safety and security of
New Hampshire citizens.

CIVIL RIGHTS & CIVIL LIBERTIES
The “If You See Something, Say Some-
thing®” Campaign respects civil rights and liber-
ties by emphasizing behavior rather than appear-
ance in identifying suspicious activity. Factors
such as race, ethnicity, national origin, and
religion alone are not suspicious. The public
should only report suspicious behavior and situa-
tions, rather than beliefs, thoughts, expressions or
speech unrelated to terrorism or criminal activity.

NHIAC PROGRAMS

NHIAC Cyber Capabilities & Information
Sharing

The NHIAC works with federal, state, county
local and private entities to gather and dissemi-
nate cyber threat information. The NHIAC
monitors cyber trends throughout the State
and nation that may be coming from cyber
criminals or nation state actors.

The New Hampshire Information and Analysis
Center (NHIAC) encourages all stakeholders to
report suspicious activity. Stakeholders can report
suspicious activity through the link below or by
calling the NHIAC Tips Hotline at 603-223-3860.

Link:
https://prd.blogs.nh.cov/dos/hsem/?page id=2
234

Threats of Interest

e Phishing/Spear Phishing Emails

e Malware Attacks (Ransomware, etc.)
e Business Email Compromise (BEC)

e Spam

e Telephony Denial of Service Attacks
e Email Spoofing

e Attacks on State Servers

e Advanced Persistent Threat (APT)

NHIAC CYBER
INTELLIGENCE PRODCUTS

e Monthly Cyber Intelligence Bulletin
e Situational Awareness Bulletins

e Weekly Vulnerability & Exploit

e Cyber Threat Reference Aids




